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1. A cloud administrator is setting up a DR site on a different zone of the same CSP. The application servers are replicated using the VM replication, and the database replication is set up using log shipping. Upon testing the DR site, the application servers are unable to access the database servers. The administrator has verified the systems are running and are accessible from the CSP portal. Which of the following should the administrator do to fix this issue?

Create a database cluster between the primary site and the DR site
Update the connection string
Edit the DNS record at the DR site for the application servers
Change the database application IP
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2. A Chief Information Security Officer (CISO) is evaluating the company's security management program. The CISO needs to locate all the assets with identified deviations and mitigation measures. Which of the following would help the CISO with these requirements?

SOC procedures
ADR plan
A risk register
An SLA document
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3. An organization is hosting a DNS domain with private and public IP ranges. Which of the following should be implemented to achieve ease of management?

An IPAM solution
Network peering
A SDN solution
A CDN solution
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4. A cloud administrator is building a new VM for machine-learning training. The developer requesting the VM has stated that the machine will need a full GPU dedicated to it. Which of the following configuration options would BEST meet this requirement?

Virtual GPU
External GPU
Passthrough GPU
Shared GPU
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5. A systems administrator needs to configure monitoring for a private cloud environment. The administrator has decided to use SNMP for this task. Which of the following ports should the administrator open on the monitoring server's firewall?

161
53
123
139
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6. A systems administrator recently deployed a VDI solution in a cloud environment; however, users are now experiencing poor rendering performance when trying to display 3-D content on their virtual desktops, especially at peak times. Which of the following actions will MOST likely solve this issue?

Instruct users to access virtual workstations only on the VLAN
Add more vGPU licenses to the host
Select vGPU profiles with higher video RAM
Update the quest graphics drivers from the official repository
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7. An SQL injection vulnerability was reported on a web application, and the cloud platform team needs to mitigate the vulnerability while it is corrected by the development team. Which of the following controls will BEST mitigate the risk of exploitation?

WAF
NAC
HIDS
DLP
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8. A cloud architect is designing the VPCs for a new hybrid cloud deployment. The business requires the following: 
 
High availability 
 
Horizontal auto-scaling 
 
60 nodes peak capacity per region 
 
Five reserved network IP addresses per subnet 
 
/24 range 
 
Which of the following would BEST meet the above requirements?

Create three /27 subnets in different regions
Create two /27 subnets in different regions
Create two /26 subnets in different regions
Create two /25 subnets in different regions
Create three /26 subnets in different regions
Create three /25 subnets in different regions
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9. An organization requires the following to be achieved between the finance and marketing departments: 
 
Allow HTTPS/HTTP. 
 
Disable FTP and SMB traffic. 
 
Which of the following is the MOST suitable method to meet the requirements?

Implement an ADC solution to load balance the VLAN traffic
Configure on-demand routing between the VLANs
Implement 802.1X in these VLANs
Configure an ACL between the VLANs
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10. A VDI administrator has received reports of poor application performance. Which of the following should the administrator troubleshoot FIRST?

Server resources
Container resources
The network environment
Client devices
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11. A DevOps administrator is automating an existing software development workflow. The administrator wants to ensure that prior to any new code going into production, tests confirm the new code does not negatively impact existing automation activities. Which of the following testing techniques would be BEST to use?

Usability testing
Regression testing
Vulnerability testing
Penetration testing
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12. A marketing team is using a SaaS-based service to send emails to large groups of potential customers. The internally managed CRM system is configured to generate a list of target customers automatically on a weekly basis, and then use that list to send emails to each customer as part of a marketing campaign. Last week, the first email campaign sent emails successfully to 3,000 potential customers. This week, the email campaign attempted to send out 50,000 emails, but only 10,000 were sent. Which of the following is the MOST likely reason for not sending all the emails?

API request limit
Incorrect billing account
Misconfigured auto-scaling
Bandwidth limitation
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