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What should you recommend to prevent users outside the Litware on-premises network from accessing the analytical data store?
A . a server-level virtual network rule
B . a database-level virtual network rule
C . a database-level firewall IP rule
D . a server-level firewall IP rule

View Answer

Answer: A


Explanation:


Virtual network rules are one firewall security feature that controls whether the database server for your single databases and elastic pool in Azure SQL Database or for your databases in SQL Data Warehouse accepts communications that are sent from particular subnets in virtual networks.


Server-level, not database-level: Each virtual network rule applies to your whole Azure SQL Database server, not just to one particular database on the server. In other words, virtual network rule applies at the serverlevel, not at the database-level.


References: https://docs.microsoft.com/en-us/azure/sql-database/sql-database-vnet-service-endpoint-rule-overview
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