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Your company uses AWS to host its resources.


They have the following requirements


1) Record all API calls and Transitions


2) Help in understanding what resources are there in the account


3) Facility to allow auditing credentials and logins


Which services would suffice the above requirements?
A . AWS Inspector, CloudTrail, IAM Credential Reports
B . CloudTrail. IAM Credential Reports, AWS SNS
C . CloudTrail, AWS Config, IAM Credential Reports
D . AWS SQS, IAM Credential Reports, CloudTrail

View Answer

Answer: C


Explanation:


You can use AWS CloudTrail to get a history of AWS API calls and related events for your account. This history includes calls made with the AWS Management Console, AWS Command Line Interface, AWS SDKs, and other AWS services.


Options A,B and D are invalid because you need to ensure that you use the services of CloudTrail, AWS Config, IAM Credential Reports


For more information on Cloudtrail, please visit the below URL: http://docs.aws.amazon.com/awscloudtrail/latest/userguide/cloudtrail-user-guide.html AWS Config is a service that enables you to assess, audit and evaluate the configurations of your AWS resources. Config continuously monitors and records your AWS resource configurations and allows you to automate the evaluation of recorded configurations against desired configurations. With Config, you can review changes in configurations and relationships between AWS resources, dive into detailed resource configuration histories, and determine your overall compliance against the configurations specified in your internal guidelines. This enables you to simplify compliance auditing, security analysis, char management and operational troubleshooting.


For more information on the config service, please visit the below URL https://aws.amazon.com/config/


You can generate and download a credential report that lists all users in your account and the status of their various credentials, including passwords, access keys, and MFA devices. You can get a credential report from the AWS Management Console, the AWS SDKs and Command Line Tools, or the IAM API.


For more information on Credentials Report, please visit the below URL: http://docs.aws.amazon.com/IAM/latest/UserGuide/id credentials_getting-report.html The correct answer is: CloudTrail, AWS Config, IAM Credential Reports Submit your Feedback/Queries to our Experts
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